
When the route reflector receives routes advertised from Router A,
it advertises them to Router C, and vice versa.
This scheme eliminates the need for the IBGP session between Routers A and C.

The route reflector and its client peers form a cluster

Filters, Private AS numbers (ASNs), Peer Groups, Confederations, Route Reflectors

Access list filter to permit a path

>neighbor 172.16.41.11 filter-list 11 in
>ip as-path access-list 11 permit ^300$

allow only routes that do not originate within
AS 300 to be sent.

BGP Policies - Modifies routes that you wish to advertise.
Distribute Lists - Uses access lists to control
the routes advertised by a routing protocol.

>neighbor 172.16.14.11 distribute-list 103 in
>access-list 103 permit ip 172.16.0.0 0.0.255.255 host 255.255.0.0

Prefix Lists - Uses sequenced named lists that permit or deny forwarding of 
packets (lowest number first). Cisco IOS version 12.0.

>neighbor 172.16.14.11 prefix-list goodrte1 in
>ip prefix-list goodrte1 seq 1500 permit 172.16.0.0/24
(uses sequence numbers for easier modification)

>show ip prefix-list <list name> >clear ip prefix-list <list name>

Every time a route is advertised via BGP, it is "stamped" with
the ASN of the router doing the advertising.
As a route moves from Autonomous System to Autonomous
System (network to network), it builds up an "AS-PATH".
Each route starts out with a "null AS-PATH", represented
by the regular expression "^$". The blocks that show the routes
as they move from hop to hop show you the AS-PATH
accumulating as the route moves from network to network. 
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>router bgp 100
>neighbor 172.16.31.251 remote-as 100
>neighbor 172.16.31.251 route-reflector-client (router A)
>neighbor 172.16.32.251 remote-as 100
>neighbor 172.16.32.251 route-reflector-client (router C)

Configure the local router as a BGP route reflector
and the specified neighbor as a client.

Multi-homing is the process of connecting 
two or more service providers to one 
network - to provide redundancy.
Via static routes you can add distance 
metric (1-255).

Peer Groups allow you to place routers that 
share common policies into a group.
The policy changes are outbound route maps, 
distribute lists, filter lists and prefix lists. These 
routers are all in the same ASN.
>router bgp 100
>neighbor grp01 peer-group
>neighbor 172.16.31.251 peer-group grp01
>neighbor 172.16.32.251 peer-group grp01

Confederations allows you to divide an AS 
into sub-ASs running eBGP between them.

>router bgp 5
>bgp confederation identifier 2110
>bgp confederation peers 6 7
>neighbor 172.16.31.251 remote-as 6
>neighbor 172.16.32.251 remote-as 7

>router bgp 6
>bgp confederation identifier 2110
>bgp confederation peers 5 7
>neighbor 172.16.33.251 remote-as 5

Route Maps - control and modify routing table information. This is done by 
defining conditions for redistributing routes from one routing protocol to another or 
controlling routing information when injected in and out of BGP. 
(very complex access lists)
> ip as-path access-list 8 permit 172 (access list for the as-path attribute)
> route-map rtemap01 permit 10 (10 is the sequence number)
(config-route-map)> match as-path 8
(config-route-map)> set local-preference 50 (if matched then we set)

While it's true that most filtering is now done with communities
(a community is another number which you can stamp on a route 
heard or to be announced via BGP), AS-PATH filtering the best "first 
step" that you can work with to get comfortable with filtering routes. 

Permits only 172 networks to flow through the filter.

set as-path 
set clns 
set automatic-tag 
set community 
set interface 
set default interface 
set ip default next-hop 
set level 
set local-preference 
set metric 
set metric-type 
set next-hop 
set origin 
set tag 
set weight 

match as-path 
match community 
match clns 
match interface 
match ip address 
match ip next-hop 
match ip route-source 
match metric 
match route-type 
match tag
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