
Access lists can be used to control IP and IPX traffic

There are two types of access lists - standard and extended access lists.
Standard access list can analyze the packet based on the source IP address.
Packets source IP address can be used to either allow or deny access
(either inbound or outbound) to the interface.
IPX access lists filter on IPX source and destination hosts or network number.

Extended access list can, in addition to source IP address, also include entries for:
Destination IP address, Port number or Protocol type.
IPX extended access lists can also filter on IPX protocol field in the
Network layer header, and socket number in the Transport layer header.

A router can have many different access lists,
but only one access list is allowed per interface.

To view IP access lists, use show ip interface (or sh ip int)
This will display ip interfaces configurations,
including numbers of  outgoing and inbound access lists.

Use show access-list to display all access lists on router.

To view IPX access list you can use show ipx interface
This will show interfaces that are configured with IPX protocols,
and IPX access lists associated with them.

100 to 199* permit, deny or
dynamic

Layout of an Entended IP Access List

*When building the list,
every line must be labeled
with the same access list number.

access-list IP or ICMP

TCP or UDP

TCP - addresses
(or ICMP - pings /
trace routes)

ports

source IP address
xxx.xxx.xxx.xxx

Put a 255 corresponding to every octet in the IP address that you
want to ignore, and 0 for every octet that you want the packet match to apply to.

source IP mask
xxx.xxx.xxx.xxx

255=ignore
0=apply

destination IP address
xxx.xxx.xxx.xxx

destination IP mask
xxx.xxx.xxx.xxx

255=ignore
0=apply

eq=equal
gt=greater than
lt=less than
neq=not equal

testing TCP/UDP ports

TCP/UDP
port number

interface serial1
ip access-group <1-199 or list-name> in (out)
ipx access-group <800-999> in (out)
ipx input-sap-filter <1000-1099> | name

access-list 110 deny ip 192.10.0.0 0.0.255.255 any
access-list 110 permit ip any any

! Deny access from all nets for file services (4):
access-list 1001 deny -1 4
! Permit access from all nets to all other services:
access-list 1001 permit -1

eigrp, ospf, 
igrp, gre, nos,
ipinip, igrp
<0-255> IP 
Protocol

any - ANY source
host - A single source

any - ANY destination
host - A single destination

ports
eq=match given port
gt=match greater port
lt=match with lower port
neq=not equal with port
range=match port range

other options
established - existing connections
log, log-input,
precedence, range, tos
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Protocols with Access Lists Specified by Numbers

IP Standard 1 to 99
Extended IP 100 to 199
Ethernet type code 200 to 299
Ethernet address 700 to 799
Transparent bridging (protocol type) 200 to 299
Transparent bridging (vendor code) 700 to 799
Extended transparent bridging 1100 to 1199
DECnet / extended DECnet 300 to 399
XNS 400 to 499
Extended XNS 500 to 599
AppleTalk 600 to 699
Source-route bridging (protocol type) 200 to 299
Source-route bridging (vendor code) 700 to 799
IPX 800 to 899
Extended IPX 900 to 999
IPX SAP 1000 to 1099
Standard VINES 1 to 100
Extended VINES 101 to 200
Simple VINES 201 to 300

Named access lists, IOS 11.2, use the following syntax:
ip access-list standard/extended name
(In config mode, you need to type "exit" after entering the 
permit / deny commands)

A traffic filter will usually deny a few things and permit eveything else.
A security filter should always permit a few packets and deny everything else.

Layout of an Entended IPX Access List
-1 any IPX
<0-255> IPX
Protocol 
type

source IPX network
-1 any IPX net
<0-FFFFFFFF>
N.H.H.H (net.host address)

source IPX socket
0 for all sockets
<0-FFFFFFFF>

destination IPX network
-1 any IPX net
<0-FFFFFFFF>
N.H.H.H (net.host address)

! Permit PPTP, Telnet and FTP
access-list 105 permit gre any host 10.12.13.16
access-list 105 permit tcp any host 10.12.13.16 eq 1723
access-list 105 permit tcp any host 10.12.18.15 eq telnet
access-list 105 permit tcp any host 10.12.13.16 eq ftp
access-list 105 permit tcp any any established
access-list 105 permit udp any eq domain any

900 to 999 permit or denyaccess-list

IPX Service Types

User 1
User Group 2
Print Queue 3
File Server 4
Job Server 5
Gateway 6
Print Server 7
Archive Queue 8
Archive Server 9


