
(Listed by IP Protocol Layer)

>sh ip interface [brief]

Layer-1 Physical

Interface IP-Address  OK?  Method  Status Protocol
Ethernet0 172.16.1.2  YES  NVRAM   up     up   

Command lists type of interface and IP address with status. 
“YES” means IP address is currently valid.

(Do not proceed to the upper layers until the physical interface is functional)
>sh interface [type]

(For serial connections with external CSU/DSU – check for Carrier 
Detect (CD) and Data Terminal Ready (DTR), UP status lights)

Layer-3 Network (IP)

>ping [ip | appletalk | decnet | ipx] {host | address}

>sh run
Command lists current running IOS configuration – the first command to run

The ping (Packer InterNet Groper) command uses two ICMP query 
messages – Echo request/replies to determine whether a remote host is 
active and the amount of time it takes to receive the echo reply.
Extended ping allows source IP changed to any IP address / interface name 
on the router. Standard ping uses source IP of exiting interface on the router.
(#ping <enter> Repeat count, Datagram size, timeout can be changed)

May specifies whether or not the Don't Fragment (DF) bit is to be set on the 
ping packet. If yes is specified, the DF option does not allow this packet to 
be fragmented when it has to go through a segment with a smaller maximum 
transmission unit (MTU), and you will receive an error message from the 
device that wanted to fragment the packet. This is useful for determining 
the smallest MTU in the path to a destination. The default is no.

DF bit - Extended PING

Displays the system hardware, IOS version, ROM bootstrap version, how the last 
power up was done and time/date started, amount of RAM/Flash, config register
(hexadecimal number used to tell the device what to do when it boots)

>sh version

>sh controllers [interface]

#[no] debug [keywords | ? | all ]
Privileged exec command, debug, provides a information about the traffic 
being seen on an interface, error messages generated by nodes, 
protocol-specific diagnostic packets
Notes – Use the “no logging console” global configuration command on 
your router . This disables all logging to the console terminal.
Also, you may use the “terminal monitor” command to copy debug 
command output and system error messages to your current terminal 
display connected to the AUX port or telnet (vty port).
Disable logging – “no logging on”

Escape: <Shift> <Ctrl> and 6 then x

(defaults to 5 echo/replies)

U - Destination unreachable, N - Network unreachable, P - Protocol unreachable,
Q - Source quench (dest too busy), M - Could not fragment,
? - Unknown packet type, ! - Reply received, . - Time-out
>debug ip icmp (this may assist in debugging connectivity issues) 

>traceroute [address]  the extended traceroute command allows 
additional options and default overrides.

The traceroute command verifies connectivity between devices, used to 
discover the paths packets take to a remote destination.
Records the source of each ICMP “time exceeded” message from the 
sent UDP datagrams with incremented TTL values, port 33434.Command displays hardware-related information useful to diagnose 

issues – framing, clock source, bandwidth limit – T1/T3 serial devices.

Interface/protocol status, CRC, line traffic – should issue clear
>clear counter [interface] prior to reviewing stats

Bandwidth monitoring -- routers / switches
router#sho int g N/P | include protocol | Description: | 5 minute

>sh ip route [ip-address [mask] {protocol}
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>sh protocols

Layer-4 Transport

Debug Commands

Displays the current state of the routing table. Lists the routes derived 
protocol code, IP subnet/addr of the remote network, administrative 
distance/metric of the source, address of the next router, exiting 
interface and the length of time the route has been known – very useful
It is useful to GREP this command in large networks to locate specific 
subnets or subnets that may have just been updated – 00:00 (hh:mm)

Displays the routing protocol information used in debugging – filters, 
gateways, AS numbers, distance for routing information sources.

>sh arp [traffic] [location]
Displays the age, MAC and associated layer-3 IP address from ARP 
cache – static and dynamic (default time out 4 hours)

(Address Resolution Protocol)

>sh cdp [ne | int ] {detail}

Layer-2 Data

(Cisco Discovery Protocol, layer-2 multicast)
Neighbor option displays other Cisco devices, if CDP is active. List 
hardware and interfaces and port detail. Int lists running CDP interface.

>sh ip protocols
Displays the configured protocols – IP, Decnet, IPX, Appletalk, ...

>sh tcp [line-number] [brief all]
Displays the status of TCP connections or with brief, the TCP 
connection endpoints.

aaa acc | authen | author AAA Authentication, Authorization
 and Accounting

arp Address Resolution Protocol
callback Callback activity – Modem/chat script
compress 2600 AIM compressed traffic
crypto ipsec IPSec events, SA requests, IKE exch
crypto isakmp IKE events / negotiation exchange
crypto key-exchange DSS public key
custom-queue Custom output queueing
dhcp DHCP client activity
dialer Dial on Demand
eigrp EIGRP Protocol information
entry Incoming queue entries
Ethernet Ethernet network interface events
frame-relay Frame Relay
ip IP information

bgp [events | updates] Border Gateway Protocol
eigrp [notifications] Enhanced Interior Gateway Protocol
error [detail | dump] Locally detected IP errors

 ftp
icmp Internal Control Message Protocol

 inspect [detailed ] Cisco IOS firewall events
nat [detailed | ipsec | vrf] Network Address Translation

 ospf events | packets Open Shortest Path First
packet [detail | dump]
rip / routing Routing Information Protocol (RIP)
rtp packets Real-Time Transport Protocol (RTP)
tcp transactions TCP state changes, retrans & dup

llc2 LLC2 type II Information
modem Modem control/process activation
ntp NTP information
packet Log unknown packets
ppp PPP (Point to Point Protocol)
priority Priority output queueing
radius RADIUS protocol
rif RIF cache transactions
serial Serial interface information
smf Software MAC filter
snmp SNMP information
spanning Spanning-tree information
standby Hot standby protocol
tacacs TACACS authentication / authorization
tbridge Transparent Bridging
telnet Incoming telnet connections
tftp TFTP packets
token Token Ring information
tunnel Generic Tunnel Interface
vlan packet Virtual LAN packets
voice all | protocol Voice Call Manager
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Common Debugs

To limit output for some debug commands based on specific conditions, 
use the debug condition command, i.e.: #debug condition ip {address}

>sh access-lists
Displays current access lists – important in diagnosing issues

>sh tech-support [page | password]
Displays general information for reporting a problem.

>sh buffers [pool] | [assigned]
Displays buffer pools and to identify the source of buffers 
leaks, IOS issues, review the total buffers vs the free list 

>sh memory [memory-type] [free] [summary]
Shows statistics about memory, including 
memory-free pool stats
Types – processor, multibus, io, sram
Before tuning buffers, first check if you have 
enough free I/O or main memory
>sh processes [cpu] [memory]
CPU - Displays information about the active 
processes with process ID. Also includes CPU 
utilizations by five seconds, one and five mins.
>sh stacks
Monitors the stack usage of processes and 
interrupt routines – includes reason for last 
system reboot (good for analyzing crashes)
Failure Types: Bus Error – hardware / Software 
error, Address Error – software bug, Parity 
Error – hardware error, Watchdog timeout

Pools: Small (104 bytes), Middle (600 bytes), Big (1524 bytes), 
VeryBig (4520 bytes), Large (5024 bytes), Huge (18024 bytes)

Using an access list with your debug command helps you focus the 
debug output on the specific issue. 
#debug ip packet detail access-list-number

>sh file systems
Lists available file systems – size, type, flags, prefix
(From this list you may display files by prefix type.
>sh flash: [all] >dir [nvram: | flash:]


