
(Five address classes of IP and subnet masking routine)

Subnet masking is used to expand 
the number of networks due to the 

32-bit limitation of IP's address 
field. Masking uses the Boolean 

(logical) AND command.
(0 AND 1 / 0 = 0, 1 AND 1 = 1)

255.255.255.0 1111 1111 . 1111 1111 . 1111 1111 . 0000 0000
(C subnet)  /24 110n nnnn . nnnn nnnn . nnnn nnnn . hhhh hhhh
2,097,152 subnets 254 hosts

255.255.255.248 1111 1111 . 1111 1111 . 1111 1111 . 1111 1000
(5 subnet bits)  /28 110n nnnn . nnnn nnnn . nnnn nnnn . ssss shhh
30 subnets 6 hosts

The convention used for the documentation of Internet Protocols is to
express numbers in decimal and to picture data in "big-endian" order.
That is, fields are described left to right, with the most significant octet
on the left and the least significant octet on the right.

Example octet representing a numeric quantity - For example, the
following diagram represents the value 170 (decimal).

Example IP Subnetted Addresses

IP Multicasting (RFC-1112)
Address Allocation for Private Internets (RFC-1918)
Subnetting (RFC-950)

Mask (subtracted) All 1s (added)
Address Subnet Mask Class Subnet Broadcast
201.222.10.60 255.255.255.248 C 201.222.10.56 201.222.10.63
15.16.193.6 255.255.248.0 A 15.16.192.0 15.16.199.255

b'1111 1000' = dec(248)
b'0011 1100' = dec(60)
b'0011 1000' = dec(56) after subnet mask (ANDed) 

b'0000 0111' broadcast (all 1's) added to subnet # (56 + 7)

host side

RIPv1 and IGRP never advertise subnet 
mask information, since these use 

FLSM (Fixed Length Subnet Masks).

CLASSful models with FLSM
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0Class A
0.1-126

Network
ID

Host ID

0 and 127 Reserved
0.0.0.0 - Default Route
127.h.h.h  - Internal Loopback address

126 16,777,214 
(224-2)(255.0.0.0 default subnet mask)

/8 bit

10.0.0.0 - 10.255.255.255
IANA reserved for private networks
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10Class B
128 -191

Network ID Host ID

16,384 65,534
(255.255.0.0 default subnet mask)
/16 bit

172.16.0.0 - 172.31.255.255
IANA reserved for private networks
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1111Class E Reserved

240 -247
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1110Class D
224 -239

Multicast Address 224.0.0.1  All Hosts on this Subnet
224.0.1.1  NTP      Network Time Protocol                       

28 multicast address bits
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110Class C
192 -223

Network ID Host
ID

2,097,152 254
(255.255.255.0 default subnet mask)
/24 bits

192.168.0.0 - 192.168.255.255
IANA reserved for private networks

Max Bits in Subnet
Host Mask Mask

2 30 255.255.255.252
6 29 255.255.255.248
14 28 255.255.255.240
30 27 255.255.255.224
62 26 255.255.255.192
126 25 255.255.255.128
254 24 255.255.255.0
510 23 255.255.254.0
1022 22 255.255.252.0
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