Stores all the parameters of each security
I Psec - Data bases association for that host or gateway, including
e source and destination IP addresses
(Internet Protocol Security - Databases (Unicast / multicast / multicast group)
e what type (AH or ESP) of protection
( e security parameters
Secu rity Policy Database (SPD) When IPSec compares its security policies o lifetime of SA
against packets, it sometimes cannot view
protocols or ports because they are encrypted * tunnel or transport mode
o ) or compressed. Setting the matching rules for e SPI
Policies that determine protocol or ports to Opagque causes IPSec to e sequence number
oot the disposition of all IP ignore the matching rules for protocol or ports if
) traffic in/out from the SG, they are encrypted or compressed.

Connected via three (3) parameters:
SPI, Destination IP address, IPSec protocol (ESP/AH) - unicast

security gateway or host
DISCARD, BYPASS or PROTECT usi
If the packets are to be subjected to IPSec processing, the entry

must also contain a pointer to an SA specification that details the ~ an order list of rules, “Ipnggst” SA matches
IPSec protocols, modes, and cryptographic algorithms to be used to match the traffic being processed
applied to the packets matching this policy entry.
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Security Association Database (SAD)

Parameters that are
associated with each
established (keyed) SA.
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SAD IKE process automatically The SPD is
“Simplex™ ) populates the SAD with
four SA’s

Security Associations (SAs) — a one-way
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