Diffie-Hellman (DH) Key Exchange protocol

The Diffie-Hellman algorithm is based on the principle that: (x*a)*b and (x*b)"a are both equivalent to x"(a*b)

The overall IPSec key management framework is Internet Security Association and Key Management

Protocol or ISAKMP from RFC 2408. Within that framework is the Internet Key Exchange, IKE, protocol in SITE A
RFC 2401. IKE relies on yet another protocol known as OAKLEY and it uses Diffie-Hellman as described in
RFC 2412.

It is typical practice to use a symmetric system to encrypt the data and an
asymmetric system to encrypt the symmetric keys for distribution.

. . . . N Private A Public A
DH is a mathematical algorithm that allows two remote sites to generate an identical shared secret, even

though those systems may never have communicated with each other before. The shared secret can then be
used to securely exchange a cryptographic encryption key. This cryptographic encryption key then encrypts
application data traffic between the two remote sites.

Diffie-Hellman is not an encryption mechanism as we normally think of them in that we do not typically use it to
encrypt data. Instead, it is a method to securely exchange the keys that encrypt data.

Diffie-Hellman accomplishes this secure exchange by creating a “shared secret” (sometimes called a “Key

Encryption Key” or KEK) between two devices. The shared secret then encrypts the symmetric key for secure
transmittal. The symmetric key is sometimes called a Traffic Encryption Key (TEK) or Data Encryption Key
(DEK). Therefore, the KEK provides for secure delivery of the TEK, while the TEK provides for secure delivery
of the data itself.

The process begins when each side of the link generates a private key and each side then generates a g
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