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IPSec is a collection of protocols that provide low-level network security
(Encapsulating Security Payload - ESP, protocol 50, with tunnel mode the entire 
IP packet is encapsulated in another IP datagram and an IPSec in inserted)

The major components of the IPsec ESP protocol suite can be 
divided into the following categories:
Encapsulating Security Payload (ESP) - header for data confidentiality, data 
integrity, and data authentication. The ESP header also includes a sequence 
number that provides a form of replay protection.
Internet Key Exchange (IKE) - protocol, for generating and distributing 
cryptography keys for ESP. IKE also authenticates the identity of the remote 
system, authenticated ESP with IKE keys provides data origin authentication.
Manual Keys - an alternative to IKE. Instead of dynamically generating and 
distributing cryptography keys for ESP, the cryptography keys are static and 
manually distributed. Manual keys are typically used only when the remote 
system does not support IKE, such as an Mobile IPv6 client.

“Pad length” says how many bytes of 
padding should be removed from the packet

Padding's primary purpose:
Handle CBC blocksize issue,
Secondary purpose: add random extra 
padding, to confuse traffic analysts (but it 
doesn’t do a very good job of that)

Authentication of hosts before and during communications (using SA, security 
associations, negotiations – IKE two phase exchange, using preshared keys, 
Kerberos or certificates) Exchanges keys via Diffie-Hellman
Confidentiality through encryption of IP traffic (Encryption using DES, 3DES 
or AES) after tunnel is built from two phase authentication
Integrity of IP traffic by identifying modified or spoofed traffic (using hash 
algorithms SHA1 or MD5)
Prevention of replay attacks (using SPI, security parameters index, 32-bit 
sequence number) 

IPSec ESP Trailerencrypted

The first step in IPSec communications is the 
determination of "Interesting traffic".
Traffic is deemed interesting when the IPSec 
security policy configured in the IPSec peers 
starts the IKE process.
For Cisco routers - access lists are used to 
determine the traffic to encrypt.

IPSec Security Association
VPN Tunnel Negotiation Steps

1) “Interesting traffic” request sent to VPN gateway

2) IKE Phase I authentication (IKE SA)

3) IKE Phase II negotiation (IPSec SA)

4) Secure data transfer

5) IPSec tunnel termination
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Fragmentation affected 
by destination PMTU
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51=AH
ESP hashed message authentication code (HMAC). 

Authentication is calculated after the encryption is 
done. The current IPSec standard specifies SHA-1 

and MD5 as the mandatory HMAC algorithms.
Authenticated data
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***

Outbound: Encryption occurs first
Inbound: Authentication occurs first
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IKEv2 64 bit (RFC4303)
Extended Sequence Num

*** per RFC4301, IPSec MUST support ESP protocol, AH has been downgraded to MAY.

Note – The TOS bits may give out too 
much information regarding the traffic type
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