IPV4 Ipsec - I“ternet Key EXCha“ge RFC 2409 - Internet Key Exchange

Used for performing mutual authentication and establishing and maintaining security associations
(SAs) between two parties, Initiator and Responder, a two-phase negotiation process

IKE is considered “Hybrid” protocol
ISAKMP — Internet Security Association and Key Management Protocol
(Framework for exchanging encryption keys and Security Associations (SA))
IKE uses two exchange protocols:
Oakley, most of the IKE key exchange is based on OAKLEY
SKEME IKE uses some functions of SKEE and its fast re-keying features

ISAKMP Phase 1 (Main/Aggressive mode) - Setup stage - agree on how to
exchange further information securely - creates a SA for the ISAKMP itself - an
ISAKMP SA, also called the control SA, the SA used for securely exchanging more
detailed information in phase 2.

(Three two-way exchanges between initiator and receiver)

Phase 1 includes the negotiation of the following attributes::
An encryption algorithm to be used, such as 3DES-CBC
A hash algorithm (MD5 or SHA, as used by AH or ESP).
An authentication method, such as a pre-shared key or X.509 Certificate.
Using a Diffie-Hellman exchange to generate shared secret keying material
used to generate shared secret keys and to pass nonce, (random numbers).

ISAKMP Phase 2 (Quick mode) - ISAKMP phase 1 SA is used to create SAs for
other security protocols - The "real" SAs for the ESP protocol is negotiated, called the
child SA. Also used to renegotiate a new IPSec SA when the lifetime expires.
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