
Used for performing mutual authentication and establishing and maintaining security associations 
(SAs) between two parties, Initiator and Responder,  a two-phase negotiation process 

Tunnel
Endpoint A

IKE is considered “Hybrid” protocol
ISAKMP – Internet Security Association and Key Management Protocol
(Framework for exchanging encryption keys and Security Associations (SA))
IKE uses two exchange protocols:

Oakley, most of the IKE key exchange is based on OAKLEY
SKEME IKE uses some functions of SKEE and its fast re-keying features
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ISAKMP Phase 1 (Main/Aggressive mode) - Setup stage - agree on how to 
exchange further information securely - creates a SA for the ISAKMP itself - an 
ISAKMP SA, also called the control SA, the SA used for securely exchanging more 
detailed information in phase 2.
(Three two-way exchanges between initiator and receiver)

Phase 1 includes the negotiation of the following attributes::
An encryption algorithm to be used, such as 3DES-CBC
A hash algorithm (MD5 or SHA, as used by AH or ESP). 
An authentication method, such as a pre-shared key or X.509 Certificate.
Using a Diffie-Hellman exchange to generate shared secret keying material 

used to generate shared secret keys and to pass nonce, (random numbers).

ISAKMP Phase 2 (Quick mode) - ISAKMP phase 1 SA is used to create SAs for 
other security protocols - The "real" SAs for the ESP protocol is negotiated, called the 
child SA. Also used to renegotiate a new IPSec SA when the lifetime expires.

RFC 2409 - Internet Key Exchange (IKEv1)
RFC 4306 - Internet Key Exchange (IKEv2)

IKE uses a Diffie-Hellman key exchange to set up a shared 
session secret, from which cryptographic keys are derived.

The IKE protocol uses UDP packets, usually on port 500, and generally requires 
4-6 packets with 2-3 turn-around times to create an SA on both sides. 
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IKE Payload Header
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HDR,[KE]i,[NONCE]i
HDR,[KE]r,[NONCE]r
DH Key-exchange payloads [KEs] and Nonces are generated and exchanged. An exclusively shared secret is 
derived from the KEs by both the initiator and the responder - see Diffie-Hellman. Nonces must have been 
exchanged at this point to defeat replay.

HDR*,[ID]i,[AUTH]i
HDR*,[ID]r,[AUTH]r
IDs have been exchanged. Each party computed the authentication data (AUTHs) on its own ID and other 
exchanged information and sent the AUTH to the other. Each AUTH “HASH” is verified by its receiver.
The IDs and AUTHs are encrypted by a key derived from the shared secret.
The algorithms used for encryption and for computing AUTHs were agreed upon during the parameter negotiation. 

(Nonce, Number ONCE, is a number or bit string 
used only once. It is often a random or pseudo-
random number issued in an authentication 
protocol to ensure that old communications 
cannot be reused in replay attacks.

HDR,[SA] proposal(s)
HDR,[SA] choice
Parameter negotiation is completed; an agreement is reached

ISAKMP Main-mode – Phase I

Initiator   Responder

The computation of the authentication data, AUTH, depends on the particular authentication method used.
RFC 2409 defines four methods - preshared key, public key signature, public key encryption and revised.

(In ISAKMP aggressive-mode 3-exchanges, the exchange flow is 
collapsed into three messages instead of six by conducting the parameter 
negotiation and the key exchange at the same time. Doesn’t provide 
identity protection or PSK Hash protection since all authentication data is 
transmitted in plaintext )

6-exchanges

Msg ID matches request 
to the response
(zero “0” for first request)

Critical (1 bit) - MUST be set to zero if the sender wants the recipient to skip this payload if it 
does not understand the payload type code in the Next Payload field of the previous payload.
MUST be set to one if the sender wants the recipient to reject this entire message if it does 
not understand the payload type.  MUST be ignored by the recipient if the recipient 
understands the payload type code. (bit applies to the current payload).
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Bit 1 Commit
Bit 2 Authentication Only (Notify)
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When peers negotiate a main mode SA 
across a NAT, only the initial IKE 

message from the initiating IPsec peer 
uses UPD port 500. All other IKE traffic 

is sent over UDP port 4500.
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