
The purpose of IKE phase two is to negotiate ISAKMP SAs to set up the IPSec 
tunnel. IKE phase two performs the following functions:

Negotiates ISAKMP SA parameters protected by an existing IKE SA
Establishes IPSec security associations 
Periodically renegotiates IPSec SAs to ensure security
Optionally performs an additional Diffie-Hellman exchange (g^xi/g^xr), or the 
keys may be derived from the phase 1 shared secret.

ISAKMP Quick-mode – Phase II

Initiator

IKEv1 3-exchanges

HDR*, hash^1,[SA] proposal,NONCEi,(g^xi),(ID^i)
To authenticate itself, to select a nonce, to propose security 
association(s) to execute an exchange of public Diffie-Hellman values.

HDR*, hash^2,[SA] proposal,NONCEr,(g^xr),(ID^r)

HDR*,[SA] hash^3
Hash transmitted - that covers the message ID and both nonces 
that were exchanged in messages 1 and 2.

HDR*,[SA] notification
(This message is requested and sent between two IPSec peers running 
Windows Server 2003. Quick mode message 4 with the Notification 
payload is not required by the IKE standard and is used to prevent the 
initiator from sending IPSec-protected packets to the responder before 
the responder is ready to receive them.)

* ISAKMP message payloads are encrypted

Quick Mode Negotiation
When main mode negotiation completes or an existing quick mode SA expires, IKE begins quick mode negotiation.
The quick mode negotiation process is implemented as defined in RFC 2409. All quick mode negotiation messages 
are protected with the main mode SA that was established during the main mode negotiation. Each successful quick 
mode negotiation establishes two quick mode SAs. One SA is inbound and the other SA is outbound.

Perfect Forward Secrecy
If perfect forward secrecy (PFS) is specified in the IPSec policy, a new Diffie-
Hellman exchange is performed with each quick mode, providing keying material 
that has greater entropy (key material life) and thereby greater resistance to 
cryptographic attacks. Each Diffie-Hellman exchange requires large 
exponentiations, thereby increasing CPU use and exacting a performance cost.

g^xi/r are the Diffie-Hellman ([DH]) public values of the initiator and responder respectively.

Identities, ID^i and ID^r, are optional. Used by the initiator to indicate a QUICK mode negotiation is a proxy 
negotiation. If not sent, it is assumed that the unsent identities are the same as ISi and IDr in the ISAKMP SA -
acting on behalf of themselves.

A common value used by all authentication methods is the peer identity (ID), which helps identify the peer. Some 
ID values used are:

IP address of the peer (four octets), such as 172.16.1.102.
Fully qualified domain name (FQDN), such as example01@n-cg.net.

These messages are identified by two pieces of information in their message headers:
(cookie-I, cookie-R) of the ISAKMP SA, and a unique message ID assigned to the negotiation by its initiator.

Quick mode exchanges nonces which are used to generate new shared secret key material and prevent replay 
attacks. 

Quick mode is also used to renegotiate a new ISAKMP SA when the ISAKMP SA lifetime expires. Standard quick 
mode is used to refresh the keying material used to create the shared secret key based on the keying material 
derived from the Diffie-Hellman exchange in phase one.

Quick Mode IPSec negotiation, or Quick Mode, is similar to an phase I, Aggressive Mode
IKE negotiation, except negotiation must be protected within an IKE SA. Quick Mode 
negotiates the SA for the data encryption and manages the key exchange for that IPSec SA.

Responder

Initiator

Responder

(An exchange of keys to determine how the data between the two will be encrypted)

As a check against replay attacks, the responder waits until receipt of 
the next message. At this point, both initiator and responder have 
exchanged all the information necessary for them to derive the 
necessary keying material.

Aggressive Mode IKE authentication is composed of the following steps:
1 - Initiating client sends encryption options proposal, DH public key, random number 
[nonce_i], and an ID in an un-encrypted packet to the gateway/responder.
(Where as Quick Mode proposal in an encrypted packet).
2 - Responder creates a DH public value, another random number [nonce_r], and 
calculates a HASH that is sent back to the initiator in an un-encrypted packet. This 
hash is used to authenticate the parties to each other, and is based on the exchange 
nonces, DH public values, the initiator ID, other values from the initiator packet, and the 
Pre-Shared-Key [PSK].
3 - The Initiating client sends a reply packet also containing a HASH, but this response 
is normally sent in an encrypted packet.

After responder receives message 1 from the initiator and successfully 
authenticates it using HASH^1, it constructs a reply, message 2, to be 
sent back to initiator.
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