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RFC 4303 IP Encapsulating Security Payload (ESP)
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RFC 4308 Cryptographic Suites for IPsec 
RFC 4309 Using Advanced Encryption Standard (AES) CCM Mode w IPsec ESP 

RFC 4478 Repeated Authentication in Internet Key Exchange (IKEv2) Protocol 
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RFC 4809 Requirements for an IPsec Certificate Management Profile 
RFC 4835 Cryptographic Algorithm Implementation Requirements for ESP/AH
RFC 4945 The Internet IP Security PKI Profile of IKEv1/ISAKMP, IKEv2, and PKIX

RFC 2401 Security Architecture for the Internet Protocol - defines the base architecture upon which all implementations are built.
RFC 2402 Authentication Header (AH)

RFC 2403 The Use of HMAC-MD5-96 within ESP and AH
RFC 2404 The Use of HMAC-SHA-1-96 within ESP and AH
RFC 2405 The ESP DES-CBC Cipher Algorithm With Explicit IV

RFC 2406 Encapsulating Security Payload (ESP)

RFC 2407 IPsec Domain of Interpretation for ISAKMP (IPsec DOI) – Describes ISAKMP key exchange
RFC 2408 Internet Security Association and Key Management Protocol (ISAKMP) – Key Exchange details
RFC 2409 Internet Key Exchange (IKE)

RFC 2410 The NULL Encryption Algorithm and Its Use With IPSec – Testing, used for developers
RFC 2411 IP Security Document Roadmap (Good place to start)
RFC 2412 The OAKLEY Key Determination Protocol – IKE Key Exchange
RFC 2451 The ESP CBC-Mode Cipher Algorithms 
RFC 2857 The Use of HMAC-RIPEMD-160-96 within ESP and AH 
RFC 3526 Modular Exponential (MODP) Diffie-Hellman groups for IKE – (6) Additional DH groups – groups 5, 14-18
RFC 3706 A Traffic-Based Method of Detecting Dead IKE Peers 
RFC 3715 IPsec-Network Address Translation (NAT) Compatibility Req
RFC 3947 Negotiation of NAT-Traversal in the IKE 
RFC 3948 UDP Encapsulation of IPsec ESP Packets

(IKEv1 / IKEv2)

RFC is a Request For Comment published by the Internet Engineering Task Force (IETF), 
an open organization that defines the architecture and operation of the Internet.
The RFC documents outline and define the standard protocols and procedures for the 
Internet. The documents are listed at www.ietf.org.
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