
Syslogd deamon
Background running job waiting for some event to trigger it to 
perform some action. (sysklogd package)

Configuration Settings
(/etc/syslog.conf)
Comment lines are denoted with “#” hash mark symbol.
Multiple “selectors” maybe listed per action if separated by a 
semicolon (;)

facility . priority action

Facility – Code word for type of program / tool that generated the message
Priority – Importance code word
Action – File, remote computer or other location

selector

Facility codes
auth, authpriv, cron, daemon, kern, lpr, mail, mark, 
news, security, syslog, user, uucp, local0-7
Most servers that aren’t covered by more specific 
codes use the daemon facility
security and auth are the same, auth is preferred
mark is reserved for internal use
An asterisk (*) refers to all facilities
You can specify multiple facilities with commas (,)

Priority codes
debug, info, notice, warning, warn, error, err, crit, alert, 
emerg, panic

The system logger includes the priority code
Debug logs the most information
Logs messages to the level used listed and higher
An asterisk (*) refers to all priorities

Action
Mostly a filename in the /var/log directory

Also maybe a device name - /dev/console
Or a remote machine preceded by an at sign (@)
Or a list of logged-on user names who need to see 
the messages
An asterisk (*) refers to all logged on users

mail.* /var/log/mail
Sends all log entries identified by the originating program 
as related to mail to the listed log file

kern.* /var/log/kernel
kern.crit @logger.n-cg.net
kern.crit  /dev/console
kern.info;kern.!err /var/log/kernel-info

Rotating Log Files
Log rotation tools – rename and optionally compress the current log files, 
delete old log files, and force the logging system to begin using new log files.
(logrotate package – called via a cron job)

Configuration Settings
(/etc/logrotate.conf – refers to files in /etc/logrotate.d)

# Sample logrotate configuration file

# Rotate logs weekly
weekly

# Keep 4 weeks of old logs
rotate 4

# Create new log files
create

# Compress old log files
compress

# Refer to files for individual packages
include /etc/logrotate.d

# Set miscellaneous options
noifempty
nomail
noolddir

Compress is done by gzip (default), override with 
compresscmd.
Mail address option will email a log file to the specified 
address when it’s rotated out of existence.
The prerotate and postrotate keywords both begin a series 
of lines that are treated as scripts to be run before and/or 
after log file rotation. Scripts end with endscript keyword.

Searching Logs
>grep eth0 /var/log/*
>tail -f /var/log/messages
(displays log messages on the screen as they occur)

Log File Layout
mm dd (time) user-account
name of program generating message
[PID] process ID number
logged data

Activating logrotate
# logrotate ?f

If you want logrotate to reload only a specifc 
configuration file, and not all of them, then 
issue the logrotate command with just that 
filename as the argument like this:
# logrotate -f /etc/logrotate.d/syslog

/etc/logrotate.d Directory
Most Linux applications that use syslog will put an additional 
configuration file in this directory to specify the names of the log files to 
be rotated.
It is a good practice to verify that all new applications that you want to 
use the syslog log have configuration files in this directory.

Syslog listens by default on UDP port 514. Verify syslog is running:
>netstat -an | grep 514

Severity
Level Keyword Description
0 emergencies System unusable
1 alerts Immediate action req
2 critical Critical condition
3 errors Error conditions
4 warnings Warning conditions
5 notifications Normal but significant
6 informational Informational messages
7 debugging Debugging messages

Changes to /etc/syslog.conf will not take effect until you restart syslog.
# /etc/init.d/syslog restart
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