
172.16.1.102

aklumitst01.test.com

00-51-5a be-3f-10
VMWare

01-07-6c 06-51-9e

aksqltst01.test.com

172.16.1.103 VMWare
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172.16.1.101

TESTDB

Transaction Logs .TRN
(xx min intervals)

Audited DB

Lumigent .ecz / .etz files
(encrypted temp files)

Repository Database

AuditDB Loader Agent

lumActivities (ActivityId)
lumActivityTypes (Update, Delete, Insert …)
lumApplications (SQL program)
lumDbUsers
lumTables
lumStatements
lumColumnUpdates (old/new, ColumnName)
lumKeyDesc

Selected Repository Tables
auditdb_repository

TESTDB Tables / Columns
(Policy/Rules – 3 Tables)
employees (5)
locations (3)
sites (2)

Temporary ECZ files are shipped 
to the repository source machine
“lmFilePump”

Temporary

Archive 
ECZ files

“Repository Agent”

AuditDB GUI Agent
AuditDB Central Configuration Agent

Policies/Rules metadata
License Key

http://aklumitst01:10080/eac/jsp/login.jsp

Trace data (TRN)

Userid: lumigent

\\aksqlbackup\sqlback\
aksqltst01\lumigent_logs_bak

.ldf collection

console

IP
 p

or
t 1

64
01

Trace data

Temporary
.ecz

User activity

Aggregate Records

Loads/Publishes data 
into Repository

Real-time 
collecting

At collect 
time

Trace (.etz)

Lo
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ns
-lo
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ut

s

Generated at collection time

Policy/Rules – 5 table objects, 3 DML types
AuditDB Collection Agent / Trace File WKR

Win 2K3 R2 – Xeon 2.8GHz
 4 Gb RAM

Win 2K3 R2 – Xeon 2.6GHz
 1 Gb RAM (single CPU)

Lumigent Version: 
6.0.4576.191.5806

from lumigent\lumcfgagents
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Every 30 mins
(10 mins after backup)
“lmSubmit”

C:\WINDOWS\system32\IntellicusEngineService.exe

D:\Program Files\Lumigent\Audit DB

Daily 12:20am de-normalization
“lmPublish”

Deleted after 
collection

Data Retention Period: 2520 Days (7 years)

Win 2K3 R2 – Xeon 1.86GHz
 7.75 Gb RAM

lmEntegraAgent.exe running as: test-NT\lumigent

Intellicus GUI Agent console

TESTDB_tlog_yyyymmddhhmmss.TRN

SQL user: auditdb_ccdb
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SQL auditdb userid

lmEntegraAgent.exe
running as: TEST-NT\sqlxusr

lumigent
Central
Configuration 
Database (CCDB)

Audit reports are 
processed against 
the database

Apache Tomcat server
(Servlet container server)

Intellicus Report Server
http://aklumigent01:10090/auditdb/

IP port: 1433

Reports emailed from:
lumigent_rptsrv@test.com

SMTP Server: 172.16.1.231 
(aksmtp08.test.com)

eMail settings:

Lumigent’s AuditDB Database Monitoring Architecture
(Auditing one MS SQL “TestDB” database with AuditDB - 3 tables with 10 “critical columns”)

Audit Reports

D:\Program Files\Lumigent\Audit DB\Enterprise\Agent\Data
server_<audit source database>_yyyymmdd_hhmmss.ecz
server_lumigent_repository_yyyymmdd_hhmmss.ecz

(sever is: aksqltst01)


