
Uses a combination of layer-2 switching technology, with layer-3 routing and layer-4 applications 

* “Router-on-a-stick” or a “One-armed-router” - A network configuration that uses an external router.
* Router interfaces with input access lists cannot participate in MLS. (Allowed since IOS 12.0(2))
* Using header compression disables MLS on the configured interface.  
* MLS is disabled on an interface when Network Address Translation (NAT) is configured on the interface.
* The maximum transmission unit (MTU) for an MLS interface must be the default Ethernet MTU, 1500 bytes.  

Setting up Multi-layer Switching
Commands to configure an internal or external
Multi-layer Switch Route Processor:

Enabling MLSP
(Globally and on the Interface) 
Switch(enable) mls rp ip

Entering into the router interface 
Switch(enable) interface fastethernet n/0
Assign VLAN ID to the route processor interface
(Only if not using ISL or  802.1q encapsulation on external interface)
Switch(enable-if)# mls rp vlan-id vlannumber

Place the external route processor in the interface of the VTP domain switch 
Switch(enable-if)# mls rp vtp-domain domainname    (Primary Interface)

Enable the RSM interface (Allow MLSP exchanges) 
Switch(enable-if)# mls rp management-interface
ENABLE Level Commands
>show mls rp  (Global MLS information)
>show mls rp interface >debug mls all
>show mls rp vtp-domain >debug mls error
>show mls entry >debug mls events
>clear mls entry destination >show mls (XTAG information)

Four-step process to enable MLS layer-3 switching

1- MLSP Discovery: The switching-router uses MLSP to send hello  packets 
out all interfaces to discover the switching-engine and establish MLS-RP/MLS-
SE neighbor relationships.
The hello  packet is sent every 15 seconds to a layer-2 multicast address of:
01-00-0c dd-dd-dd, intended for a switching-engine.
XTAG is a unique identifier that switch-engines use to keep track of the 
switching-routers in the network as an entry in the CAM table. (Only used 
locally)
2- Identification of candidate packets: The switch-engine watches incoming 
packets and creates partial cache entries  for them, thus identifying the packets 
as potential  candidate packets.
3- Identification of enable packets: The switch-engine watches packets 
coming from router and tries to match them with candidate packet entries. If 
matches are made, the packets are tagged as enable packets and a shortcut 
forwarding entry is made in the CAM table.
4- Subsequent flow packets are layer 3 switched: Incoming packets are 
compared against CAM table entries. If the packets match the flow criteria they 
are sent to the corresponding exit port .

MLS Requirements:
(Required hardware to see the packet header information and cache it)

Cisco 5000 Series Catalyst switches require:
NetFlow Feature Card (NFFC)
Cisco 6000 Series Catalyst switches require:
Multilayer Switch Feature Card (MSFC) and
Policy Feature Card (PFC)

Multilayer Switching Protocol (MLSP) - A protocol that runs on the router and allows 
it to communicate to the MLS-SE regarding topology or security changes.

Multilayer Switching Router Processor (MLS-RP) - An MLS capable router or an 
RSM installed in the switch.

Multilayer Switching Switching Engine (MLS-SE) - An MLS-capable switch.
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The above diagram illustrates three (3) essentials that must be 
completed (using MLSP) for a shortcut to be created: the candidate, 
enabler and caching steps.
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