
(Distance Vector IP Routing Protocol, a type of interior gateway protocol )
RIP v1 - classful - (RFC1058 - 1988)
RIP v2 - classless - (RFC1723 - 1994)

UDP Port 520
Request / Response Messages

Command
1 Byte

Version
1 Byte

Reserved
2 Bytes

Address Family 
Identifier (AFI)

2 Bytes

Split Horizon Update: Router does not 
broadcast route information over the 
same interface on which it was received.
Prevents loops that are created when 
one routing interface receives 
information that includes itself as an 
intermediate hop to another destination.

RIP Issues

Networks may not stabilize when routes change rapidly.
Broadcast traffic grows as network increases, resulting in bandwidth loss
RIP does not scale well due to a limitation of 16 hops.
RIP has a slow convergence - changes propagate slowly.
Chooses only one path to destination.
RIP v1 does not support variable length subnet masks.
RIP v1 is an unsecured protocol - RIP v2 has plain-text passwords.

RIP Timers

Broadcast Timer:
25-30 seconds (via a random variable to prevent collisions)
Contains the full routing table, less entries suppressed by the 
slit horizon rule.
Send as a all hosts broadcast 255.255.255.255 - RIP v1
Send as a multicast update using 224.0.0.9 - RIP v2.

Expiration Timer (Invalid or aging timer):
180 seconds (6 update periods)
Limits the amount of time a route can stay in a routing table 
without being updated.

Flush Timer:
240 seconds
Unreachable metric time until the route is removed.

Holddown Timer (Cisco)
180 seconds

1 Request - for the responding system to send all
                    or part of its routing table.  
2 Response - message containing all
                    or part of the sender's routing table.
                    This message may be sent in response to a request,
                    or it may be an unsolicited routing update
                    generated by the sender.  
3 Trace on. Obsolete.  
4 Trace off. Obsolete.  
5 SUN reserved.  
6 Triggered request - RFC 1582 
7 Triggered response - RFC 1582 
8 Triggered acknowledgment - RFC 1582 
9 Update Request - RFC 2091 
10 Update Response - RFC 2091 
11 Update Acknowledge - RFC 2091 

The maximum datagram size is 512 bytes not including the IP or UDP headers.

Unused
2 Bytes

IP Address
4 Bytes

Unused
4 Bytes

(set to all zeros)

Unused
4 Bytes

(set to all zeros)
Metric

4 Bytes

Indicates how many internetwork hops
(routers) have been traversed in the trip
to the destination.
This value is between 1 and 15 for a
valid route, or 16 for an unreachable route.

Header

(1 or 2) AFI for IP is 2
0 for full table.

Up to 25 occurrences of the Route Entry are permitted in a single IP RIP packet. (Up to 25 destinations can be listed in a single RIP packet.) 

If the AFI for the first entry in the message is 0xFFFF, the remainder of the entry contains authentication information.
Currently, the only authentication type is simple password.

Provides a method for distinguishing
between internal routes (learned by RIP)
and external routes
(learned from other protocols).

Route Tag
2 Bytes
RIP v2

Route Entry

RIP v2

Next Hop
4 Bytes

RIP v2

Subnet Mask
4 Bytes

Distance Vector protocols use the Bellman-Ford algorithm to calculate best route paths

 Cisco commands:

>router rip
>    network 172.16.1.0

>show ip route
>show ip protocols
>debug ip rip 
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Poison Reverse Updates: Prevent larger loops
in a network by setting the metric (cost) of
neighboring routers to infinity, and therefore,
unreachable. 

host address,
subnet number,
network number or
0, indicating a default route

administrative distance - 120


