
Transparent Bridges (802.1d)

802.1d compliant transparent learning bridge builds a table of Ethernet addresses as it learns 
which Ethernet interfaces are connected to each of its interfaces. Once the bridge learns that a 
particular Ethernet interface (computer) is on one of its interfaces then it will route Ethernet 
packets appropriately.

The transparent learning bridge will forward (pass) Ethernet packets of any protocol (i.e. Novell 
IPX, Apple Talk, IP, LAN Manager, etc.). Broadcast and Multicast packets are forwarded 
unconditionally.  

ISO 10038  states that  all BPDUs shall be sent to the Bridge  Group Address (0180C2000000 in 
canonical form).  It does not contain a  provision  for  running  anything  other  than the standard 
Spanning Tree protocol on 802.5 LANs.

802.5  LANs  were  mainly  interconnected using pure Source  Routing (SR)  bridges, as opposed 
to Source Route Transparent (SRT) bridges. The original SR bridge from IBM did not use the  
Spanning Tree protocol.

1) BPDUs  are  sent to the 802.5 Functional Address of the Lan Bridge Server (LBS).  This address 
is C00000000100 in 802.5 wire order.
2) The protocol does not use Topology Change Notification (TCN) BPDUs
3) The  Port-ID field of the BPDU is contains the Segment Number in the most significant  twelve 
bits and the Bridge Number in the least significant four bits.
4) Implementations  tend  to  use  fixed  values  of  Bridge Max Age, Bridge Forward  Delay  and  
Bridge  Hello  Time,  typically  6,  4  and  2  seconds respectively.
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Spanning tree algorithm - Bridges transmit BPDU messages to each other allowing them 
to calculate a spanning tree. These messages contain information that allow bridges to 
elect a single bridge and calculate the distance of the shortest
path to the root bridge.

Port identifier servers as a tiebreaker
if the Root IDs are the same.
(an internal bridge number.)

Port

Timers
Hello Time: Elapse time between generation of configuration
messages by a bridge that assumes itself root.
Recommend time is 2 secs. (1-10). 
Max Age: Discard time for stored configuration messages.
Recommend time is 20 secs. (6-200). - set at 10 times hello
Forward Delay:Temporarily  prevents a bridge from starting to
forward data packets to and from a link until news of a topology
change has spread to all parts of a bridged network.
Recommended time is 15 secs. (4-200).

BPDU - Bridge Protocol Data Unit
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Cisco Defaults
Priorities:
(Used to select the Root Bridge)
IEEE 32768 x'8000' (0-65535) 
DEC 128 x'0080' (0-255)
Interface Costs:
(Used to select the Designed port)
10Mbps = 100
100Mbps = 19
1Gbps = 4
10Gbps = 2

Transparent bridges allows interconnection of nodes across multiple LANs transparently. They 
refer to the destination Media Access Control (MAC) address on the received data frames by 
the ports in promiscuous mode, to selectively filter out or, transmit the data frames on the ports.

Four major functions:
1 - Learning MAC Addresses
(Storing MAC Address w interface)
2 - Forwarding frame to interface
(Based on MAC database)
3 - Filtering unneeded traffic
(Unless MAC address not in table)
4 - Loop detection and avoidance - STP

Cisco bridge group number range (1 - 63)

Cisco Ethernet Implementation:
1 - Assign a bridge-group number and a spanning tree algorithm.
R1(config)#bridge 5 protocol IEEE or DEC
2 - Associate the interface with the bridge-group that you have 
created in the interface configuration mode.
R1(config)#interface e 0
R1(config-if)#bridge-group 5

The numerically lowest root ID,
then lowest cost, then lowest transmitting

bridge ID is determined the "Best" root bridge.

IEEE 80-00
DEC 00-80

By default, all network layer protocols execpt IP are bridged - Cisco.

Enable PORTFAST option if spanning tree is 
disabled and no hub/switch device - else station 
must wait 20s+15s = 35s before forwarding 
frames on a switch.
set spantree portfast <mod/port> enable

Troubleshooting:
show spanning
debug spanning events
show bridge group
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BLOCKING->(20s)-> LISTENING->(15s) -> LEARNING->(15s) -> FORWARDING
else DISABLED  (Waits the delay value between states - Total 50 secs)

Blocked ports may only receive BPDU frames

Transparent bridges flood unknown unicast frames (where the bridge has no entry in its 
table for the destination MAC address), broadcast frames, and mulitcast frames. 


