
Implementing Cisco's IOS 12.0(1)T based Dynamic Host Configuration Protocol
RFC2131
The Dynamic Host Configuration Protocol (DHCP) provides a framework for passing configuration information to hosts on a TCP/IP network. 
DHCP is based on the Bootstrap Protocol (BOOTP), adding the capability of automatic allocation of reusable network addresses and additional 
configuration options. DHCP captures the behavior of BOOTP relay agents, and DHCP participants can interoperate with BOOTP participants. 

   DHCP Messages

DHCPDISCOVER Client broadcast to locate available servers.
DHCPOFFER Server to client in response to DHCPDISCOVER with offer of configuration parameters.
DHCPREQUEST Client broadcast to servers requesting offered parameters from one server and implicitly declining offers from all others. 
DHCPACK Server to client with configuration parameters, including committed network address.
DHCPNAK Server to client refusing request for configuration parameters (e.g., requested network address already allocated).
DHCPDECLINE Client to server indicating configuration parameters (e.g., network address) invalid. 
DHCPRELEASE Client to server relinquishing network address and cancelling remaining lease.
DHCPINFORM Client to server, asking only for local configuration parameters; client already has externally configured network address.

>sh ip dhcp binding [address]
>sh ip dhcp server stat
Memory usage 13462
bytes of RAM allocated by
the DHCP server
Address pools 1
Database agents 0
Automatic bindings 4
Manual bindings 0
Expired bindings 0
Malformed messages   0

© Copyright Nickerson Consulting Group 2001-2006

Cisco's DHCP service is on by default.
>no ip dhcp conflict logging
(Disable confict logging)
>ip dhcp conflict logging 
>ip dhcp database ftp://dhcpuser:pwd@192.168.2.101/filename
(Saves automatic bindings on a remote host, called a database agent)
>sh ip dhcp conflict
(Displays address conflicts found by a Cisco IOS DHCP Server
when addresses are offered to the client)

>ip dhcp excluded-address 192.168.1.100 192.168.1.103
(Exclude static IP addresses in the range - LOW to HIGH)
>ip dhcp pool testwrkstpool (Create a pool name for the addresses)
> network 192.168.1.0 /8 (Scope of addresses)
> domain-name cisco.com
> dns-server 192.168.1.102
> default-router 192.168.1.100
> netbios-name-server 192.168.1.103 (WINS Server)
> netbios-node-type h-node (Node type for clients)

b-node 0x1 Broadcast
p-node 0x2 Peer-to-peer
m-node 0x4 Mixed
h-node 0x8 Hybrid (recommended)

> option code [instance number 0-255] {ascii string | hex string | ip address}

Cisco IOS-based DHCP servers lease their dynamic IP addresses for a default period of 24 hours,
Windows (NT) uses a 72 hour default assignment with a renewal request every 36 hours,
(typically set to half the lease period).
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DHCP Options (RFC 1533)
Tag Name
0 Pad
1 Subnet Mask Value
2 Time Offset in Seconds from UTC
3 Gateway addresses
4 Time Server addresses
5 Name Server addresses
6 Domain Server (DNS) addresses
7 Logging Server addresses
8 Quotes Server addresses
9 LPR (Printer) Server addresses
10 Impress Server addresses
11 RLP Server addresses
12 Hostname string
13 Boot File Size in 512 byte chunks
14 Merit (Client) Dump File
15 Domain Name (DNS) of the client
16 Swap Server addeess
17 Root Path name for root disk
18 Extension File Path name for more BOOTP info
19 IP Forwarding On/Off (Enable/Disable)
20 Enable/Disable Source Routing
21 Routing Policy Filters
22 Max Datagram Reassembly Size
23 Default IP Time to Live (TTL)
24 Path MTU Aging Timeout
25 Path MTU Plateau Table
26 MTU Interface Size
27 MTU Subnet (Local)
28 Broadcast Address
29 Perform Mask Discovery
30 Provide Mask to Others
31 Perform Router Discovery
32 Router Solicitation Address
33 Static Routing Table
34 Trailer Encapsulation
35 ARP Cache Timeout
36 Ethernet Encapsulation
37 Default TCP Time to Live (TTL)
38 TCP Keepalive Interval
39 TCP Keepalive Data
40 NIS Domain Name
41 NIS Server Addresses
42 NTP Server Addresses
43 Vendor Specific Information
44 NETBIOS Name Servers
45 NETBIOS Datagram Distribution
46 NETBIOS Note Type
47 NETBIOS Scope
48 Window Font Server
49 Window Display Manager
50 Requested IP Address
51 IP Address Lease Time
52 Overload "sname" or "file"
53 DHCP Message Type
54 DHCP Server Identification
55 Parameter Request List
56 DHCP Error Message
57 DHCP Maximum Message Size
58 DHCP Renewal (T1) Time
59 DHCP Rebinding (T2) Time
60 Class Identifier
61 Client Identifier
62 Netware/IP Domain Name
63 Netware/IP sub Options

64-127 Unassigned
128-154 Reserved

255 End

Message Received
BOOTREQUEST 0
DHCPDISCOVER 10
DHCPREQUEST 75
DHCPDECLINE 0
DHCPRELEASE 6
DHCPINFORM 2

Message Sent
BOOTREPLY 0
DHCPOFFER 10
DHCPACK 18
DHCPNAK 0

UDP Source Port 68, Destination Port 67


