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Addess Resolution - How a host or router maps an IP 
Address to the correct physical address. (Dynamic Binding)

00 01 ARP request
00 02 ARP reply
00 03 RARP request
00 04 RARP reply
00 08 InARP request
00 09 InARP reply

Reverse these addresses (sender/target) 
when replying to a request.
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Hosts use cache memory to store IP / Hardware 
address bindings - these entries have an aging value.
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xxx0 xxxx normal delay
xxxx 0xxx normal throughput
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xx0x xxxx last fragment
xx1x xxxx more fragments fellow

00-00 80 nn

TTL

01x (01) ICMP - Internet Control Message
02x (02) IGMP - Internet Group Management
06x (06) TCP - Transmission Control Protocol
08x (08) EGP - Exterior Gateway Protocol
09x (09) IGP - Interior Gateway Protocol
11x (17) UDP - User Datagram Protocol
58x (88) IGRP - Internet Gateway Routing Protocol
59x (89) OSPF - Open Shorest Path First
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In a TCP/IP network, once a datagram has been
fragmented, the fragments travel as separate datagrams
all the way to the destination where they are reassembled.
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IP is a network-layer protocol that contains
addressing and control information that

allows data packets to be routed. 

Three forms of address resolution: Address Resolution Protocol (ARP),
proxy ARP, and Probe (which is similar to ARP). The access server

also uses the Reverse Address Resolution Protocol (RARP).
The ARP, proxy ARP, and RARP protocols are defined in RFCs

826, 1027, and 903, respectively. Probe is a protocol developed by the
Hewlett-Packard Company for use on IEEE-802.3 networks.
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To display the type of ARP being used on a particular Cisco router 
interface and also display the ARP timeout value, use the show interfaces

EXEC command. Use the show arp EXEC command to examine
the contents of the ARP cache. Use the show ip arp EXEC command

to show IP entries. To remove all nonstatic entries from the ARP cache,
use the privileged EXEC command clear arp-cache.

Cisco's default ARP timeout: 14400 seconds (4 hours)
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Internet Control Message Protocol (ICMP)
RFC 792

Message Types
0  Echo Reply
3  Destination Unreachable
4  Source Quench
5  Redirect
8  Echo
11  Time Exceeded
12  Parameter Problem
13  Timestamp
14  Timestamp Reply
15  Information Request
16  Information Reply

Selected protocols
x|xx|xxxxx
c|cl|options

Class
0-control
1-reserved
2-debugging
3-reserved

Copy flag
0-do not copy
1-copy

Options
(5-bits)
0-end of options list
1-nop
2-security
…
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