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Link-State IP Routing Protocol, a type of non-proprietary interior gateway protocol - supports VLSM
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        Cisco commands:

>router ospf 100 (Process identification number)
Uniformity of Process ID's not required across areas.
>    network 172.16.1.0 0.0.0.255 area 0
The mask contains wild card bits where 0 is a match and
1 is a "do not care" bit, e.g. 0.0.255.255 indicates a match
in the first two bytes of the network number.

>show ip ospf database >show ip route
>show ip ospf interface e0 >show ip protocols
>show ip ospf neighbor >debug ip ospf events
>show ip ospf (number of times SPF algorithm has run)

LSA Advertisement
Type Name Description

1 Router Links Originated by all routers. The collected states of the router's interfaces to an area.
2 Network Links Originated for multi-access networks by the Designated Router. List of routers.

3,4 Summary Link Originated by area border routers, and flooded throughout their associated area.
(3 - Routes to the network, 4 - Routes to AS boundary routers.)

5 AS External Link Originated by AS boundary routers and flooded throughout the AS.

Link State Advertisements - RFC 1247

Interface Hello Dead
Type Interval Interval
Broadcast 10 40
Point-to-Point 10 40
Non-broadcast 30 120
Point-to-Multipoint 30 120

Sub-protocol Hello interval in seconds

Version
Number ("2")

1 Byte

AS100

AS200

BGP

RIP

Autonomous System
Border Router (ASBR)

Area Border RouterInternal
Router

area0area1

A NEIGHBOR refers to a connected (adjacent) router that is running an OSPF process with the 
adjacent interface assigned to the same area. Neighbors are found via Hello packets. No routing 
information is exchanged with neighbors unless adjacencies are formed.

OSPF uses IP multicast to send link-state updates.
This ensures less processing on routers that are not listening to OSPF packets.
Also, updates are only sent in case routing changes occur instead of periodically.
This ensures a better use of bandwidth.

Cisco chooses the Router ID by using the highest IP address of all configured loopback interfaces. 
If no loopback addresses are configured, OSPF will choose the highest IP address of the functional 
physical interface. 

OSPF allows for a logical definition of networks where routers can be divided into areas.
This will limit the explosion of link state updates over the whole network.
This also provides a mechanism for aggregating routes and cutting down
on the unnecessary propagation of subnet information.

OSPF allows for routing authentication by using different methods of password authentication.

OSPF allows for the transfer and tagging of external routes injected into an Autonomous System.
This keeps track of external routes injected by exterior protocols such as BGP.

Routers that belong to multiple areas
are called area border routers (ABR)

OSPF has special restrictions when multiple 
areas are involved.
If more than one area is configured,
one of these areas has be to be  area 0.
This is called the backbone.
When designing networks it is good practice to 
start with area 0 and then expand into other 
areas later on. 

OSPF elects one router to be a 
designated router (DR),
and one router to be a backup 
designated router (BDR),
on each multi-access segment.
If you don't want a router interface to 
participate in DR/BDR election, set 
the priority to 0. Cisco defaults to 1.
No DR on any point-to-point type.

OSPF is sent using
IP datagrams with
IP protocol 89 x'59'.

Type
("1" hello)

1 Byte

Packet
Length
2 Bytes

Router ID - IP Address of interface
4 Bytes

1 Hello (Keepalive's)
2 Database Description - DD
3 Link State Request - LSR (upload)
4 Link State Update - LSU (download)
5 Link State Acknowledgment - LSA
   (Has a 20 Byte Header followed by type information)

Area ID
4 Bytes

OSPF 24 byte packet header

Authentication - Used by the authentication scheme
8 Bytes

Checksum (2 Bytes)
Excluding the authentication field 

Authentication Type (2 Bytes)
0=null, 1=Simple Password

Types

Multicast addresses 224.0.0.5 (ALLSPFRouters) and 224.0.0.6 (ALLDRouters)

The shortest path, SPF, is calculated using the Diskjtra algorithm.
The algorithm places each router at the root of a tree
and calculates the shortest path to each destination
based on the cumulative COST required to reach that destination.
(Cisco cost equation = 1 x 108 / bandwidth,   range = 1 - 65,535)

Three Tables Routers Create
1. Neighbor Table - Exchanging HELLO packets with other OSPF routers. (Neighbor/Adjacency Init)
2. Topological / Link-State Database - Map of all links in the entire internetwork. (Hello's)
3. Main Routing Table - using "shortest path algorithm" (SPF) tree calculation.

Eight (8) states for OSPF neighbors: Down, Attempt, Init, 
2Way, ExStart, Exchange, Loading, Full.

Variable Length Subnet Mask

(30-minute database synchronization timer)

(Has at least two
network statements)

Highest loopback interface address

IA (inter-area)


