
Authentication Protocols - PAP / CHAP
(Using Password and Challenge-Handshake Authentication Protocols with PPP Encapsulation)

Password Authentication Protocol (PAP) Challenge-Handshake Authentication protocol (CHAP) 
PAP uses clear text (unencrypted) password authentication.
There is no protection from playback or repeated trial & error requests
Uses a two-way handshake to verify the identity of the remote peer.

CHAP requires a challenge response with encryption on the response.
Used to Periodically verify the identity of the remote peer using a thee-way handshake.

HDLC-framed PPP packet has the following structure: 
Flag
'01111110'b

8 bits

Address
'11111111'b

8 bits

Control field
'00000011'b

8 bits
variabledataProtocol field

16 bits

x'c023' Password Authentication protocol
x'c223' Challenge Handshake Authentication protocol

In order to establish communications over a point-to-point link, each end of the PPP link 
must first send LCP packets to configure the data link during Link Establishment phase.  
After the link has been established, PPP provides for an optional Authentication phase
before proceeding to the Network-Layer Protocol phase.
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Type
'3'

1 Byte 1 Byte

Authentication-
Protocol
x'c223'

Length
'5'

2 Bytes 1 Byte

Algorithm
Authentication method to be used.
Must support "5" - for MD5 
Message-Digest Algorithm.

Type   Configuration Option
   1       Maximum-Receive-Unit
   2       Async-Control-Character-Map
   3       Authentication-Protocol
   4       Quality-Protocol
   5       Magic-Number
   6       RESERVED
   7       Protocol-Field-Compression
   8       Address-and-Control-Field
            Compression
   9       FCS-Alternatives
  10       Self-Describing-Pad
  11       Numbered-Mode
  12       Multi-Link-Procedure
  13       Callback
  14       Connect-Time
  15       Compound-Frames
  16       Nominal-Data-Encapsulation
  17       Multilink-MRRU
  18       Multilink-Short-Sequence
              Number-Header
  19       Multilink-Endpoint-Discriminator
  20       Proprietary
  21       DCE-Identifier

Type
'3'

1 Byte 1 Byte

Authentication-
Protocol
x'c023'

Length
'4'

2 Bytes

Optional Point-to-Point Protocol (PPP)
Link Control Protocol (LCP) Data Packet

Optional Point-to-Point Protocol (PPP)
Link Control Protocol (LCP) Data Packet

Code
(1,2,3,4)

Identifier Length

1 Byte 1 Byte 2 Bytes variable

Data

1 - Challenge
Additional Challenge packets MUST be sent until a valid Response packet is received,
or an optional retry counter expires.
2 - Response
Whenever a Response packet is received, the authenticator compares the Response Value 
with its own calculation of the expected value. Based on this comparison, the authenticator 
MUST send a Success or Failure packet.
3 - Success
4 - Failure

Challenge-Handshake Authentication Protocol packet 
encapsulated in the Information field of a PPP Data Link Layer frame

The Identifier field MUST be
changed each time a Challenge is sent.

The Response Identifier MUST be
copied from the Identifier field
of the Challenge which caused the Response.

Code, Identifier,
Length and Data

Data is based on the Code value.

>username tester pasword cisco
>username rmtrouter-name password samepwd
(Used to link to routers - the hostname is the username, 
in addition, the password must match on the routers.)
>int s0
>ppp authentication pap | chap | ms-chap
>ppp pap | chap (authentication parms)

>debug ppp auth

Code
(1,2,3)

Identifier Length

1 Byte 1 Byte 2 Bytes variable

Data

PAP Packet Layout
encapsulated in the Information field of a PPP Data Link Layer frame

Code, Identifier,
Length and Data Data is based on the Code value.

1 - Authenticate-Request
2 - Authenticate-Ack
acknowledgement
3 - Authenticate-Nak
negative acknowledge

Authenticate-Request Packet (Type 1)

Authenticate-Ack Packet (Type 2)

Authenticate-Nak Packet (Type 3)

MsgLength
1 Byte

Message

Message
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The Peer-ID field is zero or
more octets and indicates
 the name of the peer to be
authenticated

The message field is intended 
to be human readable, and 
MUST NOT affect operation of 
the protocol.
It is recommended that the 
message contain displayable 
ASCII characters 32 through 
126 decimal.

Cisco commands

The MD5 message-digest algorithm takes as input a message of arbitrary length
and produces as output a 128-bit "fingerprint" or "message digest" of the input.
The MD5 algorithm is intended for digital signature applications.
RFC 1321

Peer-ID
Length

Peer-ID
(Username)

Password 
Length

Password
(Plain text)

MsgLength
1 Byte


