
Layer 2 - Hardware based (MAC, Media Access Control), Addressing. (Access Layer).
(Limitations of a bridge - breaks up a collision domain, not broadcast domains)

Layer 3 - Similar to a router - but uses hardware based packet switching. (Distribution Layer).
Layer 4 - Considers applications in switching and prioritizes data traffic.
MLS (Multi-Layer Switching) - Combines layers 2, 3, and 4 switching. Uses huge filter tables.

vLAN (Virtual Local Area Network) - A logical grouping  of network users and
resources connected to adminstratively defined ports on a layer 2 switch.
Switch-fabric - Multiple connected switches.

Access Link - Part of only one vLAN and referred to as the native vLAN of the port.
Trunk Link - Can carry multiple vLANs. Used to connect switches to other switches, to 
routers, or even servers. Supported on FastEthernet or Gigabit Ethernet only.
(Cisco switches support ISL and 802.1q vLAN indentifications).
DTP - Dynamic Trunking Protocol, a point-to-point protocol, is used to manage trunk negation 
in the Cisco Catalyst switch engine software using ISL or 802.1q. DISL was used to support 
trunk negation on ISL only trunks before DTP.

 vLAN Frame Identification Methods

Inter-Switch Link (ISL) - Proprietary to Cisco switches, it is used for FastEthernet and Gigabit Ethernet Links only. Adds a 26-
byte ISL header and a second frame check sequence (FCS) field at the end of the frame. Also, the size of the frame can be up 
to 1,522 bytes long.
IEEE 802.1q - IEEE standard method of frame tagging. It actually inserts a field into the frame to identify the vLAN. Both 802.1q 
and 802.3ac have a 4-byte field inserted after the source address. The CRC of the frame must be recomputed. 
LAN Emulation (LANE) - Used to communicate with multiple vLANs over ATM.
802.10 (FDDI) - Used to send vLAN information over FDDI. Uses a SAID field in the frame header to identify the vLAN. This is 
proprietary to Cisco devices.
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VTP - vLAN Trunk Protocol (VTP) - Cisco created protocol to manage all configured vLANs across a 
switched internetwork. Allows an administrator to add, delete and rename vLANs and their propagation.
Must share the same VTP domain name. VTP data is shared via a trunk port between switches.

Switches defined as part of VTP domains can be configured to operate in any of three VTP modes:
Server – Advertise VLAN configuration to other switches in the same VTP domain and synchronize with 
other switches in the domain. Can create, modify, and delete VLANs as well as modify VLAN 
configuration parameters such as VTP version and VTP pruning for the entire domain. This is the default 
mode for a switch.  
Client - Advertise VLAN configuration to other switches in the same VTP domain and synchronize their 
VLAN configuration with other switches based on advertisements received over trunk links; however, they 
are unable to create, change, or delete VLAN configurations.
Transparent - Does not advertise its VLAN configuration and does not synchronize its VLAN 
configuration with other switches. In VTP version 2, transparent switches do forward VTP advertisements.

>set vlan vlan-number <mod/port>
>show vlan
>show port

Enter the VTP configuration mode
>vlan database 
Set-Based Switch

(config-if)# switchport mode access
show interface interface-id switchport
IOS-Based Switch

Common Cisco switching techniques:
Store-and-forward – Receives the complete frame before forwarding.
Copies the entire frame into the buffer and then checks for CRC errors.
Higher latency then other techniques. This technique is used on Cat5000s.

Cut-through – Checks the destination address as soon as the header is received,
and immediately forwards it out, lowering the latency level.

Fast switching - The default switching type. It can be configured manually through use of the 
“ip route-cache” command. The first packet is copied into packet memory, while the destination 
network or host information is stored in the fast-switching cache.
Process Switching - This technique doesn’t use route caching, so it runs slow; however, slow 
usually means SAFE. To enable, use the command “no protocol route-cache”.
Optimum Switching – From its name you can understand what it is – high performance!
This is the default on 7500’s.

VTP packets are sent in either ISL frames or in dot1q 
frames. These packets are sent to the destination MAC 
address 01-00-0c-cc-cc-cc with an LLC code of SNAP 
(AAAA) and a type of 2003 (in the snap header).

VTP advertisements are used to send information between switches on their trunk ports. Domain names, revision number, 
vLANs and their parameters. The three different VTP advertisements are: clients, summary, and subset. Summaries are sent 
out every 5 minutes on vLAN 1 and every time a change occurs.

VTP advertisements use revision numbers, similar to DNS, to determine who has the most recent revision to the VTP 
database. Because the default VTP mode of operation is server mode, a switch moved from one network to another could 
contain a higher revision number and propagate incorrect VLAN information to the other switches.
Make sure to do a “clear config all” before moving switches to prevent this from happening.
As a database is modified, the VTP server increments the revision number by 1. The VTP server then advertises the 
database with the new configuration revision number.

  Command-Line Interface

Cat1900/2820 and 2900XL series access switches - Command nomenclature (IOS-Based Switch)

Cat5000/6000/6500 series of switches use a style of CLI, which is based on the Unix csh or c-shell prompt.
This is commonly called the Set-based CLI, since this is one of the three commands used on these devices.

Set – Implements configuration changes  - set int sc0 ipaddress mask
Show – Verifies and provides information on the configuration  - show port <mod/port>
Clear – Removes configuration elements

VTP Pruning restricts broadcasts to only trunk links that must have the 
information. This option is disabled by default on all switches.
vLAN 1 can never prune.
By default, all vLANs are enabled for pruning after enabling one of them.
>set vtp pruneeligible <vlan>
>clear vtp pruneeligible <vlan>
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>set trunk <mod/port> on dot1q
>show trunk
>clear trunk <mod/port> <vlan>
Set-Based Switch


