
Cisco Implementation

Data Link Layer (2)
(LAPB)

Link Access Procedure Balanced

Physical Layer (1)
(X.21, X.21-bis and V.24 )

Network Layer (3)
(PLP)

Packet Layer Protocol

Primarily concerned with network routing functions and the muliplexing of 
simultaneous logical connections over a single physical connection.
(Can operate in five different modes).

An implementation of the ISO HDLC standard called Link Access Procedure 
Balanced (LAPB) and provides an error free link between two connected devices.

X.25 OSI Protocol mapping

X.25 packets using LAPD are restricted to 256 to 260 bytes per packet when implemented on the D channel,
versus 1024 bytes per packet for X.25 over LAPB on the ISDN B channel. 

Call-setup mode - Used to create a Switched Virtual Circuit (SVC) between two DTE devices.
PLP uses the X.121 addressing scheme to create the virtual circuit.
Data-transfer mode - Used for transferring the physical data between two DTE devices through a created 
virtual circuit. Data-transfer mode handles PLP segmentation and reassembly, and error and flowcontrol.
Idle mode - Used when a virtual circuit has been established and data transfer is not occuring.
Call-clearing mode - Used to end communication sessions between two DTE devices communicating 
through an SVC.
Restarting mode - Used to restart the transmission between a DTE device and a DCE device. Can affect all 
the DTE devices with established virtual circuits.

   Cisco X.25 Configuration
>int s0
>encapsulation x.25 dte (DTE is the default)
>x25 address 316011223344
>x25 ips 1024
>x25 ops 1024
(Inbound / outbound packet sizes may be set between 16 bytes and
4096 bytes with a 128 byte default).
>x25 win 127
>x25 wout 127
(Window sizes maybe set between 1 and 127 - number of packets that maybe 
sent or received before an acknowledgment is sent. The default is 2.
Also the x25 modulo default is 8, which limits the windows size to 7 packets.
The x25 command modulo 128 needs to be set for a 127 window size.)
>ip address 172.16.1.105 255.255.255.0

SVC - Switched Virtual Circuit
>x25 map protocol address x.121-address [options]
>x25 map ip 172.16.1.106 316011223399 broadcast
(Router on the opposite side of the link)

>x25 map protocol address [protocol2 address2 ...] x.121-address [options]
(Allows multiple protocols - RFC1356)

PVC - Permanent Virtual Circuit
>x25 pvc circuit protocol  address  x.121-address [options]
Circuit - VC channel number ; Protocol - appletalk, bridge, clns, compressed 
tcp, decnet, ip, ipx, qllc, vines, and xns.
>show interface s0
>debug x25 events
>debug lapb (non "Connect" state issues)

Packet Assembler / Disassembler (PAD)

A Protocol standard converting device, defined by the ITU-T, that allows 
asynchronous terminals to use X.25 packets. Works by buffering the data 
sent to or from a DTE device. This is done by removing or adding a X.25 
header.

X.25 is an International Telecommunication Union-Telecommunication Standardization Sector (ITU-T) protocol standard for 
WAN communications that defines how connections between user devices and network devices, packet switching network 
(PSN),  are established and maintained.

Types of PLP packet fields

General Format Identifier (GFI) - Identifies packet parameters, such as whether the packet carries user data 
or control information, what kind of windowing is being used, and whether delivery confirmation is required.
Logical Channel Identifier (LCI) - Identifies the virtual circuit across the local DTE/DCE interface.
Packet Type Identifier (PTI) - Identifies the packet as one of 17 different PLP packet types.
User Data - Contains encapsulated upper-layer information. This field is present only in data packets. 
Otherwise, additional fields containing control information are added.

X.121 International Data Numbers (IDN) Address Format

Data Network Identification Code
(DNIC)

Country Code
3 bytes

PSN
1 byte

Network Terminal number
(NTN)

up to 10 bytes

Used only with SVC at call setup time

ITU-T Recommendations
US = 310 - 316

G - Signal Gound
Ga - DTE Return DTE
T - Transmit DTE
R - Receive DCE
C - Control DTE
I - Indication DCE
S - Signal Timing DCE
B - Byte Timing DCE
X.21 Circuit

15-pin connector (DB15) 

DTE--(logical channels)--DCE-- virtual circuit --DCE--(logical channels)--DTE

statistical time-division multiplexing to transfer the users' traffic into and out of 
the network using Virtual Circuits.

PVCs or SVCs

X.3 Parameter Support
1  PAD Recall Defined Character
2  Local Echo
3  Data Forwarding Characters
4  Idle Timer or Data Forwarding Time out
5  Flow control from the Network to the DTE
6  Control of PAD Service Signals
7  PAD action on Receipt of Break from Terminal
8  Discard Output
9  Padding after Carriage Return
10 Line Folding

11  Async Speed
12  Flow Control Terminal to PAD
13  Line Feed Insertion
14  Padding after Line Feed
15  Editing
16  Character Delete Defined Character
17  Line Delete Defined Character
18  Line Display Defined Character
19  Editing Service Signals - Not Valid if P6 = 0
20  Echo Mask

X.3 defines the operation and function of the PAD in support of an asynchronous terminal. PAD operation is 
based on a set of X.3 PAD parameters that are set up during service establishment and can be modified by 
either the asynchronous terminal or the remote host during the call. The following X.3 parameters are being 
implemented in the X.28 mode code as well as in the PAD code. 
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LAPB Frame Formats - Control Field Values
(I) Frames - Information
Carry frame sequencing, flowcontrol, error detection, and recovery.
(S) Frames - Supervisor (RR, RNR, REJ)
Provide control information, such as transmission requests, suspensions,
status reporting, and acknowledgment information.
(U) Frames - Unnumbered (SAMBE, DM, UI, DISC, UA, FRMR, XID)
Provide control such as error reporting, link setup and link termination.


